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IT ENTERPRISES QUALITATIVE RISK ANALYSIS
METHODS

For IT companies in Ukraine operating in a rapidly evolving environment and
significantly influenced by external factors, such as the full-scale invasion in recent
years, the issue of analyzing potential risks has become highly relevant.

The risk analysis process allows to understand the nature of risks, their sources,
influencing factors, and possible interconnections between them. Risk analysis is
performed in conjunction with other stages of risk management, such as risk
identification, assessment, and treatment. The risk analysis process includes the
following stages [1]:

— Context study (analysis of the object, understanding the external and internal
environments of the organization, determination of risk criteria and acceptable
levels of risk);

— Risk identification (detection of potential risks that may affect goal
achievement, identification of risk sources, events, or situations that may lead to risk
realization);

— Analysis of the likelihood of risk events (determination of the probability of
specific events that may cause risk consequences using statistical data, expert
assessments, or various models to estimate probabilities);

— Risk consequence analysis (evaluation of the potential consequences for the
organization as a result of risk events, including financial, legal, operational, and
reputational impacts);

— Risk level determination (defining the significance of risk as a combination
of its probability and consequences, using risk matrices or other tools to assess and
prioritize risks);

— ldentifying interconnections between risks (analysis of how one risk
influences others or the likelihood of other risks occurring as a result of one).

Qualitative risk analysis is a set of methods based on subjective judgments and
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expert experience. These methods do not require a large amount of detailed input
data and used to identify risks and determine their priority. An important aspect of
qualitative risk analysis is that it does not involve complex mathematical
calculations.

Methods of qualitative analysis include [2-11]:

—Risk Matrices (used to identify risks with the highest criticality and
probability of occurrence that require immediate response);

—SWOT Analysis (used to identify the strengths and weaknesses of the
organization, as well as opportunities and threats);

— Delphi Method (used for forecasting, decision-making, or solving complex
problems, especially when there is insufficient data for analysis or the situation is
uncertain);

— Ranking Method (used to systematize and prioritize risks based on their
Importance);

— Pairwise Comparison Method (used to assess risks by comparing each risk
with others in pairs based on specific criteria);

— Scenario Planning (used to determine likely future scenarios, assess their
impact, and help prepare for potential risks in complex and uncertain conditions);

— Brainstorming (used to generate a large number of ideas and opinions
regarding risk identification, management methods, and prioritization; it is less
structured compared to the Delphi method);

— FMEA Analysis (used to identify all possible failures in the design,
production, or assembly process, or in a product or service).

To select the optimal method for qualitative risk assessment, it is advisable to
conduct a comparative analysis based on the following characteristics:

— The complexity of the method in terms of required knowledge and skills;

— The demand for the volume and accuracy of the data needed for the analysis;

— The accuracy of the results;

— Time and resource intensity;

— Dependence on expert opinion.

The results of the comparative analysis of qualitative risk assessment methods
are presented in picture below (pic. 1).

According to the analysis above, for small companies and startups, it is
advisable to use simpler and less resource-intensive methods such as SWOT
analysis, brainstorming, ranking methods, and risk matrices for qualitative risk
analysis as these methods do not require significant expertise from specialists
responsible for risk analysis processes.
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Pic. 1. Comparative analysis of qualitative risk analysis methods
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At the same time, large IT companies typically pay considerable attention to
risk analysis and control processes, have dedicated departments with specialists
possessing higher expertise, and have financial and technological capabilities.
Therefore, such companies can use more complex risk analysis methods such as the
Delphi method, scenario analysis, FMEA analysis for qualitative risk analysis.
Additionally, large IT companies can engage external experts and consulting firms
to conduct the analysis process.

It is worth noting that for a more detailed analysis, it is advisable to use a
combination of qualitative methods, as this can provide more comprehensive
information about the risks a company may face in its operations. This enables
management and stakeholders to make more informed decisions regarding risk
control measures and the development of the company’s future strategy in this area.
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