I Formation of innovative potential of world science o

Sofiia Kireieva
Student of Department of Information Technology Security
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine

Scientific supervisor: Roman Oliynykov
Professor of Department of Information Technology Security,
Doctor of Technical Sciences, Professor
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine

COMPARATIVE ANALYSIS OF POST-QUANTUM
DIGITAL SIGNATURE ALGORITHMS FOR
ETHEREUM BLOCKCHAIN INTEGRATION

Abstract. This research examines the integration challenges and implementation strategies for
post-quantum digital signature algorithms within the Ethereum blockchain ecosystem. With the
advancement of quantum computing technology posing significant threats to traditional
cryptographic mechanisms, particularly the Elliptic Curve Digital Signature Algorithm (ECDSA)
employed in Ethereum, there exists an urgent need to evaluate and implement quantum-resistant
alternatives. This study analyzes three NIST-standardized algorithms — Dilithium, Falcon, and
SPHINCS+ — through the lens of their mathematical foundations, performance characteristics,
and implementation feasibility within Ethereum’s architectural constraints.

1. Introduction

The emergence of quantum computing presents a fundamental challenge to
contemporary cryptographic systems, particularly those underlying blockchain
technologies. The Ethereum blockchain's reliance on ECDSA, specifically utilizing
the secp256kl elliptic curve, becomes increasingly concerning as quantum
computing advances. The potential for quantum computers to efficiently solve
discrete logarithm problems on elliptic curves through Shor's algorithm necessitates
the evaluation and implementation of quantum-resistant signature schemes.

In 2017, the National Institute of Standards and Technology (NIST) initiated
the standardization process for post-quantum cryptographic algorithms (NIST
PQC), identifying promising candidates for digital signatures. This research focuses
exclusively on the finalized and certified algorithms: Dilithium, Falcon, and
SPHINCS+. The selection criteria encompass cryptographic security, computational
efficiency, and compatibility with Ethereum's blockchain environment.

2. Ethereum’s Cryptographic Architecture and Signature Requirements

The Ethereum blockchain currently implements ECDSA on the secp256k1
curve, utilizing point multiplication as a one-way function for cryptographic

| o8



May 16, 2025 « Waterford, Republic of Ireland e Collection of scientific papers «SCIENTIA» I

security. The impending quantum computing era threatens this foundation through
efficient discrete logarithm computation capabilities.

Key requirements for a digital signature on the Ethereum blockchain:

1. Minimum signature size. Since each signature is stored on the blockchain,
its size should be as small as possible. The current implementation produces 64-byte
signatures (including recovery information), which directly impacts:

a. On-chain storage requirements and associated costs.

b. Transaction fee structures.

c. Block space utilization efficiency.

d. Network throughput capabilities.

2. Fast signature verification. Signature verification represents a fundamental
operation within the Ethereum network architecture. All nodes in the network must
verify signatures when processing transactions, so verification speed is critical.
Current analysis indicates several key considerations:

a. The computational intensity of ECDSA verification processes.

b. Comparative performance metrics against alternative schemes (e.g., BLS
and Schnorr signatures).

c. Impact on network scalability and transaction processing capacity.

3. Minimal use of computing resources. The limitations of the Ethereum
Virtual Machine (EVM) require efficient execution of operations. The research
examines computational overhead within the context of the EVM constraints:

a. Gas consumption optimization requirements.

b. Economic implications of cryptographic operations.

c. Feasibility assessment of various signature schemes within existing gas limit
frameworks.

3. Mathematical Foundations

3.1 Dilithium Architecture

Dilithium's security framework is based on the Module Learning With Errors
(MLWE) problem, an extension of the Learning With Errors (LWE) problem within
structured (module) lattices. The MLWE problem ensures computational hardness
by introducing noise into linear equations, making it resistant to both classical and
guantum attacks.

The algorithm employs ideal lattices, executing signature generation through
the resolution of specific equations with small coefficients. The mathematical
foundation is expressed through the equation:

As+e=t
where
- Alis arandomly chosen kx¢ matrix over the ring Z, [x]/(x™ + 1),
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- s and e are vectors of small polynomials (bounded coefficients),

- tis the public key.

The security of Dilithium stems from the difficulty of the Short Integer
Solution (S1S) and MLWE problems. The signing process ensures that the generated
signatures have bounded norms, preventing information leakage that could facilitate
lattice reduction attacks. Verification involves checking whether the signed message
corresponds to a valid solution in a bounded domain.

Furthermore, Dilithium employs rejection sampling to ensure that the
generated signatures are statistically independent of the private key, reducing
potential leakage of sensitive information.

3.2 Falcon Framework

Falcon is a lattice-based digital signature algorithm that builds upon the NTRU
lattice problem, a subset of the Ring Learning With Errors (RLWE) problem. It
relies on the efficient use of small norm polynomials for key generation and signing.

The core signing equation is expressed as:

h=fg lmodq
where

- fand g are small-norm polynomials in Z,[x]/(x™ + 1),

- his the public key derived as h=f/g mod q,

- The trapdoor information (f, g) allows efficient generation of signatures.

Falcon employs Fast Fourier Sampling (FFS) to ensure an optimal balance
between efficiency and security. The signing process solves a nearest vector
problem (NVP) in an NTRU lattice:

s=m+z-fmodq
where m is the hash of the message, and z is a randomly chosen perturbation vector
ensuring statistical security. The correctness of Falcon is guaranteed by the short
basis of the NTRU lattice, which enables efficient sampling of small-norm solutions.

A key advantage of Falcon over Dilithium is its smaller signature sizes due to
its Gaussian sampling method, which provides better control over signature
distribution while maintaining security against lattice attacks.

3.3 SPHINCS+ Methodology

Unlike lattice-based schemes, SPHINCS+ is a hash-based signature scheme
designed for post-quantum security. It leverages the security of collision-resistant
hash functions rather than algebraic hardness assumptions.

The algorithm employs a hierarchical Merkle tree structure along with Few-
Time Signature (FTS) schemes like FORS to create signatures efficiently. While
this approach guarantees quantum security, it results in larger signature sizes
compared to lattice-based alternatives. The primary components include:
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1. One-Time Signatures (OTS). A single-use signing mechanism, typically
employing Winternitz OTS (WOTS+), which signs a message by revealing a subset
of precomputed hash chain values.

2. Merkle Trees. Organizing OTS public keys in a hierarchical manner,
reducing the total number of keys that need to be stored.

3. Few-Time Signatures (FTS). Used to improve efficiency by allowing a
controlled number of signatures per key.

The overall signing process in SPHINCS+ is structured as:

1. A message hash is signed using WOTS+.

2. The WOTS+ signature is verified through a multi-level Merkle tree,
ensuring integrity.

3. The verification key is stored at the top of the Merkle tree.

The quantum security of SPHINCS+ arises from the fundamental collision
resistance and preimage resistance properties of cryptographic hash functions,
ensuring robustness even against Shor’s algorithm (which breaks RSA and ECC).
However, this approach results in larger signature sizes compared to lattice-based
alternatives.

4. Comparative Analysis of Post-Quantum Algorithms

Based on research conducted within the framework of the NIST PQC initiative,
as well as an analysis of official documentation, the algorithms Dilithium, Falcon,
and SPHINCS+ were selected as the best options for implementing post-quantum
cryptography. These algorithms meet modern security requirements, have
theoretically justified cryptographic robustness, and are already implemented in
certain prototype blockchain systems.

The analysis of NIST-certified algorithms reveals significant variations in
performance characteristics and implementation requirements. The following
guantitative comparison illustrates key metrics:

Table 1
Key metrics
. . Signature | Signature A .
Algorithm Publégy}fees?; Size Size Generation V;;’L]:f?tls(jn Algl?;rl)zhm
(bytes) (us) #
ECDSA 33 64 10 25 ECC
(secp256k1)
Dilithium-2 1312 2420 50 70 Lattice
(MLDS)
Dilithium-3 1952 3293 65 85 Lattice
(MLDS)
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Continuation of the table 1

Algorithm Publig Key Size Slggiazlgure éé%gf;ltji;en Verification Alg_lf)rithm
(bytes) (bytes) (us) Time (us) ype
Falcon-512 897 666 5 30 Lattice
(NTRU)
Falcon-1024 1793 1280 8 45 Lattice
(NTRU)
SPHINCS+- 32 7856 5000 80000 Hash-based
128s
SPHINCS+- 32 17088 8000 120000 Hash-based
128f

Analyzing the above data, it can be noted that each of the algorithms has its
advantages and limitations. Dilithium demonstrates high security due to lattice
structures, but its signatures have a significant size, which can negatively affect the
efficiency of the blockchain. Falcon is the most balanced option due to the
compactness of signatures and the speed of verification, although its implementation
in the Ethereum Virtual Machine (EVM) requires modifications to mathematical
libraries. SPHINCS+, although it provides the highest level of quantum security, has
significant limitations due to the large size of signatures and significant costs of
computing resources.

5. Conclusions

Through comprehensive analysis of performance metrics, security
characteristics, and implementation requirements, Falcon-512 emerges as the
optimal candidate for Ethereum blockchain integration. This recommendation is
supported by its balanced performance profile, relatively compact signature size,
and strong security guarantees. While EVM modification remains necessary for
implementation, Falcon-512's minimal signature size among post-quantum
alternatives presents a significant advantage for blockchain storage optimization.

The integration process will require careful consideration of gas cost
calculations, precompiled contract modifications, and network upgrade
coordination. Future research should focus on optimization strategies for signature
verification and batch processing capabilities within the Ethereum ecosystem.
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