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Abstract. This paper outlines an Al-enabled, three-tier architecture for adaptive control of
maritime unmanned platforms: training and configuration ashore, coordination afloat, and time-
critical perception and control at the edge. Onboard stacks fuse radar, EO/IR, acoustic, and
inertial data, sustain navigation under poor GNSS, plan trajectories within sea and energy limits,
and degrade safely when confidence falls. Cooperative modes use intent messages, compact track
exchange, and delay-tolerant links. Cyber resilience covers signed model updates, provenance,
and anomaly detection. Scenario-based metrics assess avoidance time, drift without GNSS, energy
per mile, packet delivery under jamming, and mission completion.

Introduction

Maritime unmanned platforms are shifting from trials to routine use in
reconnaissance, mine countermeasures, and communications relay. They operate in
a dynamic and contested medium where sea state, currents, cluttered traffic, and
adversarial interference with navigation and links are normal. Fixed control policies
fail outside narrow conditions. Adaptive behavior that adjusts perception, planning,
and actuation to context is required.

Artificial intelligence enables this adaptation. Multi-sensor fusion creates a
consistent scene from radar, EO/IR, acoustic, and inertial inputs. Learning-based
estimation sustains navigation when GNSS quality drops by combining visual and
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inertial odometry with Doppler velocity and shoreline cues. Planning with model
predictive control, shaped by learned priors, revises trajectories as waves and
obstacles change. Robust low-level controllers keep tracking under gusts and cross
seas, while a safety monitor detects anomalies and triggers graceful degradation.

Adaptation is also architectural. Shore services train and validate models, manage
versions, and distribute updates. Edge modules execute time-critical inference and
continue operating during link outages. Cooperation across vehicles relies on concise
intent messages, compact track exchange, and delay-tolerant communications.
Cybersecurity safeguards the data and the models that drive behavior.

This article defines a three-tier architecture, details key onboard algorithms,
and outlines cooperative modes and protection measures. It proposes scenario-based
metrics to judge whether an Al-enabled platform maintains performance as
conditions and constraints change.

Architecture and operational scenarios

An effective architecture for adaptive control must reflect where computation
happens, how data flows, and how the platform behaves when links degrade. The
maritime environment imposes intermittent communications, variable sea state, and
heterogeneous sensors. The architecture therefore follows three levels with clear
roles. Shore based services handle training, validation, configuration control, and
mission planning. Afloat group command, when present, coordinates multiple
vehicles and provides shared situational products. The individual platform executes
time critical perception, estimation, planning, and control on edge hardware. Each
level can operate alone for a period. Together they form a system of systems that
trades functionality for robustness when conditions worsen. The three level structure
and the bidirectional flows of sensor data and model updates are shown below.
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Fig. 1. Three level architecture with sensor data and model update flows
As Figure I indicates, sensor summaries and health reports flow upward, while
model and policy updates, geofences and mission changes flow downward; the

following paragraphs detail these data paths, link degraded operation and

security controls.
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Data flows along two paths. The up link carries sensor summaries, health
reports, and event triggers. The down link carries mission updates, geofences, and
model packages. Raw high rate streams rarely move off the platform. Instead,
onboard modules compress them into tracks, features, and alerts. A common data
layer normalizes inputs from radar, EO IR, acoustic sensors, inertial units, and
environmental feeds. This layer timestamps and aligns data, exposes interfaces for
Al services, and maintains provenance so that decisions can be traced. When links
are lost the platform continues with cached maps, last known tasking, and local
objectives.

Onboard intelligence is organized as a control loop with safety supervision.
Perception fuses multi sensor data and rejects outliers. State estimation blends
inertial, visual, Doppler, and occasional GNSS fixes to bound drift. Planning selects
waypoints and trajectories that respect sea state, moving obstacles, and energy
budget. Low level control tracks these trajectories while compensating for wind,
waves, and currents. A safety monitor checks confidence scores, actuator health, and
collision margins. If risk grows the platform shifts to a safe mode, slows down,
increases separation buffers, and requests guidance when a link appears.

Training and model management occur ashore. Collected datasets are curated,
labeled, and used to retrain perception and estimation models. Results pass through
validation on digital twins and through hardware in the loop tests. Approved
versions receive identifiers and operating envelopes. Updates reach vehicles during
secure communication windows. The platform reports performance metrics and rare
events to support continuous improvement. This cycle preserves adaptation over the
life of the system as sensors and mission profiles evolve.

Energy is a first class constraint at sea. The architecture includes an energy
manager that schedules sensors, adjusts compute load, and selects speed profiles.
During transits the platform can lower perception frame rates and favor efficient
routing. Near an objective it increases sensing and compute. Planning considers
significant wave height, current maps, and reserve levels. The goal is to finish the
task with margin for contingencies rather than to hold a fixed speed plan.

Cooperation adds a coordination layer that is light on bandwidth. Vehicles
exchange intent messages, compact contact tracks, and keep out zones. Leader
selection 1s dynamic. If a leader drops, another vehicle takes over based on a simple
rule. Consensus filters combine overlapping observations into a shared picture
without shipping images or raw sonar. Task allocation is greedy but safe. Each
vehicle accepts work that it can complete with its current energy and communication
schedule. Resynchronization happens when links improve. Until then local
autonomy dominates.
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Cybersecurity is embedded across the stack. Model packages are signed and
verified on receipt. Data integrity checks detect tampering and sensor spoofing.
Anomaly detectors look for patterns that are typical of jamming or deceptive targets.
Critical functions such as collision avoidance run in a trusted execution path that
remains available even if higher level Al is disabled.

Within this architecture the following operational scenarios illustrate adaptive
behavior.

Scenario 1. Coastal reconnaissance in a GPS degraded zone. A small unmanned
surface vessel departs a harbor and navigates along a coastline where GNSS is
unreliable. The platform uses visual inertial odometry with Doppler corrections and
a shoreline map. It keeps a safe corridor defined by geofences from shore. When sea
state rises it shortens the prediction horizon and lowers speed to keep control effort
within limits. Sensor data is summarized into contact tracks. The vessel uploads
batches when a line of sight link is available. If the link drops it continues with local
objectives and returns to a rendezvous point at a set time.

Scenario 2. Mine countermeasures in a shallow bay with high clutter. Multiple
vehicles work as a team. One vehicle carries a side scan sonar. Others act as pickets
and relays. The sonar vehicle adapts pulse settings based on bottom type and turbidity
estimates. Suspected objects are scored by onboard classifiers and placed into a shared
list. The team divides the search area using a simple auction that respects remaining
energy and link quality. If one node fails, neighbors expand their sectors and notify the
group. The operation continues with a lower tempo but without a full stop.

Scenario 3. Anti access surveillance with intermittent command. A mixed
group monitors a strait. Shore services provide a daily plan and updated keep out
zones. During quiet periods the vehicles use low power modes and transmit contact
summaries every hour. When a fast craft appears, edge perception flags a high
priority event. Local planning increases sampling rate, moves to intercept geometry,
and maintains safe standoff. If communications are jammed the group follows
preplanned escalation steps and records evidence for later upload. Once links
recover the shore cell fuses reports, validates tracks, and pushes refined models that
address the observed false alarms.

Scenario 4. Emergency response after a platform fault. A vehicle detects bias
growth in a rudder angle sensor. The anomaly handler switches to a backup
estimator, reduces speed, and widens collision margins. The vehicle broadcasts a
service request. A relay unit moves to maintain a communication bridge. Shore
directs a nearby vessel to provide escort. The faulty unit navigates to a safe loiter
point using a conservative controller. The incident and telemetry are stored for post
mission analysis and for retraining of fault detection models.
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These scenarios show how the architecture supports adaptation at three levels.
The platform adapts to local conditions and faults. The group adapts to losses and
variable links. The shore cell adapts the models and plans over time. The same
design choices that improve performance also increase safety and mission
continuity, which are the main measures of value for unmanned systems at sea.

Onboard AI Algorithms for Adaptive Control

Adaptive control at sea rests on five linked functions: perception, state
estimation, planning, low-level control, and safety with energy supervision.
Perception fuses radar, EO/IR, acoustic, and inertial inputs, removes outliers, and
outputs a compact scene with obstacles and confidence scores. Estimation holds
pose when GNSS is poor by blending visual-inertial odometry with Doppler
velocity and occasional absolute fixes; covariance is exposed to downstream
modules. Planning runs on a rolling horizon, using model predictive control with
learned cost shaping to trade time, energy, seakeeping penalties, and separation
buffers, and triggers fast replans when new contacts appear. Low-level control
applies robust nonlinear methods that respect actuator limits and switch regimes as
operating points change. Safety and energy supervision monitor anomalies, expand
buffers, throttle speed and compute, and fall back to a certified action set until links
or confidence recover.

Table 1
Onboard functions, methods, outputs, and metrics
Function Core methods Key Ousttlzl l;:(s to the Operational metrics
. Time sync, gating, Scene graph with Detection latency, false
Perception o .2
. probabilistic association, tracked contacts, alarm rate, track
and fusion . . "
late fusion classifiers classes, confidences continuity
Error-state Kalman or . . .
State factor graph, VIO, DVL que, Vel.OClty’ . Drift per hoqr without
o . covariance, integrity | GNSS, integrity alarms,
estimation or Doppler, shoreline
flags update rate
fixes
. MPC with soft Feasible waypoints Time to replan, closest
Trajectory constraints, learned cost . .
. . and speeds, avoidance | point of approach, path
planning shaping, warm-start
maneuvers energy cost
replans
Low-level Nonlinear dynamic Actuator commands Tracking error in sea
control inversion, L1 or H- with limit handling, state N, saturation time,
infinity, gain scheduling mode switches recovery time
) Mode transitions, Time to detect fault,
Residual checks, change . o
Safety and . buffer expansion, percent time in
. detection, health . .
anomalies L alerts, safe loiter or degraded mode, incident
monitoring
return rate
Ener Sensor and compute Power budgets, frame | Energy per nautical mile
gy scheduling, speed profile rate and duty cycle by sea state, mission
supervision & TrT .
optimization settings reserve at RTB

163 |



I SCIENTIA e Modern Science and Innovation: Trends, Challenges and Breakthroughs

The table clarifies how onboard Al turns sensor inputs into safe motion decisions
under changing sea and link conditions. Each function exposes measurable
outputs, which allows designers to verify adaptation rather than assume it. Metrics
should be logged in sea trials and compared across sea states, traffic density, and
GNSS availability to confirm real performance gains.

The next section examines cooperative modes, communications, and cyber
resilience so that multiple platforms retain mission effectiveness when bandwidth is
low and nodes drop from the network.

Cooperative Modes, Communications, and Cyber Resilience

Cooperation among maritime unmanned platforms must deliver useful team
behavior under low bandwidth, high latency, and frequent link loss. The practical
approach is intent based control. Shore or afloat command publishes a simple
mission intent with areas, keep out zones, and priority targets. Each vehicle plans
locally over a short horizon and reports compact products such as tracks, confidence,
and remaining energy. Task allocation uses lightweight rules. A greedy auction or
consensus assigns search sectors and handoffs while respecting energy and link
schedules. Leader election is dynamic. If a leader drops, the next vehicle with the
best link and energy takes control using a deterministic tie breaker to avoid
oscillations. Peer to peer relays maintain a thin network when the uplink is absent.
Periodic resynchronization realigns the team once connectivity improves.

Communications must favor survival over throughput. Protocols should
support low probability of intercept modes, variable duty cycles, and delay tolerant
messaging. Message formats are concise. Tracks, geofences, and mission updates
travel as bounded size packets with version tags and time to live. Video or raw sonar
stays onboard. Health and event channels are separate from data channels to
guarantee that emergency signals pass when bandwidth collapses. Preplanned
silence windows reduce detectability near objectives. When jamming is detected,
the network shifts to slower robust modulations and increases message redundancy
for critical traffic.

Cyber resilience is a system property. Model and policy packages are signed
and verified on receipt. Data provenance is tracked so that training and inference
never mix untrusted inputs with trusted ones without marking. Anomaly detectors
watch for spoofed contacts, implausible timing, and sensor inconsistencies that
indicate tampering. Critical safety functions such as collision avoidance and
geofence compliance run in a trusted execution path and remain available even if
higher level Al is disabled. Keys and credentials rotate on a fixed schedule and on
incident. Over the air updates follow a staged process with canary deployment,

| 164



November 21, 2025 e« New York, USA I

rollback plans, and post update checks. The team records audit trails that explain
why plans changed and which inputs caused the change. Metrics include link
availability, packet delivery under jamming, time to detect spoofing, and fraction of
mission completed under degraded network conditions. These measures show
whether the cooperative system holds performance when the environment becomes
hostile.
Conclusion

Adaptive control for maritime unmanned platforms is a system level task that
links architecture, onboard algorithms, cooperative behavior, and protection of
models and data. A three tier design places training and configuration ashore,
coordination afloat, and time critical inference at the edge. Onboard stacks that fuse
sensors, estimate state without reliable GNSS, plan under sea state and energy limits,
and degrade gracefully keep a single vehicle useful when conditions shift.
Cooperative modes based on intent messages, compact track exchange, and delay
tolerant links let teams continue work despite jamming or node loss. Cyber hygiene,
provenance, and trusted safety paths prevent confident but wrong behavior.
Programs should measure success with operational metrics that reflect reaction time,
avoidance performance, energy per mile, link resilience, and mission completion
under degraded conditions.
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