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ELEMENTS OF MATH APPARATUS FOR ASSESSING
THE LEVEL OF THREATS AND THE LEVEL OF
NATIONAL SECURITY OF STATE

In the modern world, states face the constant impact of internal and external
threats that can harm their vital interests and national security. These threats affect
various spheres of each state life, namely foreign policy, military-strategic,
information, economic, environmental, etc. Neutralizing each threat requires timely
detection, identification of sources and forecasting of development over time,
determination of possible mutual connections with other threats and search for its
parameters and relevant measures in order to effectively reduce or completely
neutralize the threat.

A set of marked process activities assessing the level of threats and the level of
national security requires the availability of adequate tools for identifying,
quantifying the state and dynamics of these threats development, which makes the
problem of finding constructive ideas and solutions for forming the necessary math
apparatus relevant.

The aim of this research is to develop the elements of necessary math apparatus
to solve the specified problem. A brief description of such results is given below.

Threats to the national security of state may be actions of bodies of other states
or the inaction of responsible bodies of the state itself, or factors in the development
of social, natural, technological, informational and other processes that lead to
negative critical changes in the vital national interests of the state's population.

Such changes in vital national interests may include: loss of sovereignty and
significance of state at the international level, loss of part of the state's territory,
destruction of economy, emergence of critical volumes of specialists migration
outside the state for production and other spheres, impoverishment of population,
emergence of negative growth in the ratio of birth rate to mortality rate, critical
decrease in defense and scientific and technical potential, destruction of transport

169 |


https://orcid.org/0000-0001-8593-8871
https://orcid.org/0000-0002-0953-6050

I SCIENTIA e Modern Science and Innovation: Trends, Challenges and Breakthroughs

and energy infrastructure, violation of ecological conditions with emergence of
uninhabitable areas of the territory, and others.

The action of each threat has quantitative and qualitative characteristics and
parameters that can change over time and, in the absence of countermeasures, can
reach their critical values, at which the threat becomes a fact of violation the specific
national interests in one or more of the above-mentioned and other areas.

The set of critical values of characteristics and parameters of a specific threat
or set of threats can be a point in a multidimensional space, the dimension of which
is determined by the number of corresponding characteristics and parameters. The
current value of these parameters, which determines the degree of threat
development, can be characterized by the distance to this critical point in the same
multidimensional space. Over time, this distance may change, moving closer to or
further away from the critical point. The dynamics of change in this specified
distance can be presented graphically and analytically, which allows predicting the
development or degradation of threat over time, as well as assessing the amount of
time remaining before the threat turns into a violation of national interests.

The specified distance varies depending on each threat parameter. The choice
of actions to neutralize the threat can actually be presented in the form of a directed
change in its quantitative and qualitative characteristics and parameters, which may
require the expenditure of resources, time, organizational, including legislative,
measures. The results of such actions may result in a reduction in the level of threat.
The specified distance in time from the transition of a threat to the fact of national
interests and national security violation depends on a set of specific parameters of
internal and external situation, which allows you to choose the most relevant
parameters of situation and form measures to influence the process of developing
the threat through the selected relevant parameters.

Since most real actions develop in time, the value of which is not deterministic,
that is, not known in advance, the chances of measures to neutralize the threat
timeliness can be estimated by the corresponding probability, which depends on the
ratio of the available time until the threat is realized or reaches a dangerous level,
and the average time required to perform the selected actions.

In addition, the degree of each parameter influence on the dynamics of threat
development is usually not the same. This creates the need to organize such
parameters according to their level of influence on the dynamics of hazard
development and can be done using an appropriate model. The possibility of
timeliness of a set of measures to change the threat parameters depends on the
probability of a timely change of each parameter, and is one of necessary elements
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of the math apparatus for assessing the level of threats and the level of national
security.

Such a probability can be found by a known method and is one of the typical
parameters of the given math approach.

As a result, the task of operational planning of measures to identify the impact
on threat parameters arises, taking into account their degree of impact and the
likelihood of timely change.

To solve the above-mentioned set of tasks, regarding control of development
and neutralization of threats to national security dynamics, a set of mathematical
models has been developed and an example of dynamics of military conflict threat
development is given.

Thus, there is a real possibility of forecasting and quantifying the dynamics of
external and internal threats to the national security of state development with the
aim of their timely neutralization.
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