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THE PROGRAMMATIC WASTE PARADOX: WHY
SUPPRESSION OF INDIVIDUAL FRAUD VECTORS
FAILS TO REDUCE AGGREGATE LOSSES

The programmatic advertising supply chain exhibits a counterintuitive
empirical regularity. Individual fraud vectors are being suppressed at historically
unprecedented rates, yet the aggregate economic loss attributable to invalid and
adversarial traffic continues to grow. Juniper Research estimates $84 billion in
direct annual losses in 2023, projected to reach $172 billion by 2028 [1]. Over the
same interval, specific-vector enforcement has been remarkably effective: the ANA
Programmatic Media Supply Chain Transparency Study documented that Made-for-
Advertising (MFA) inventory declined from roughly 15% of programmatic spend
to approximately 1.1% by Q1 2025, a 94% reduction [2, 3]. A naive reading of these
figures would predict a commensurate decline in total waste. The opposite occurred.
Total programmatic waste, measured in absolute dollars, grew by an estimated 34%
over the same window [3]. We term this divergence the programmatic waste
paradox.

The resolution lies in recognizing that fraudulent activity in an open
programmatic market behaves less like a defect to be eliminated and more like an
incompressible fluid whose volume is governed by economic incentive rather than
by the geometry of any particular vector. Let V = {v,, v,, ..., v} } denote the set of
active fraud vectors at time t, and let s;(t) be the share of total adversarial economic
activity routed through vector v;, with ); s;(t) = 1. Let C(t) denote the aggregate
adversarial capacity, measured in extracted advertiser dollars. The conservation
hypothesis implied by the ANA data is:

Ct+At) = C(t)+g(t)- At
where g(t) is the organic growth rate of programmatic spending, and the functional
form of C is approximately invariant under interventions that drive any single s; =
0. When a vector vy, is suppressed, the mass previously carried by s, redistributes
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across the surviving vectors rather than dissipating:

sj(t + 4At) = s5;(t) + s (t) -7y, j # k
with 1y j the migration probability from vy, into vj, satisfying ¥, j« Tx; = 1. Under
this dynamic, the elimination of MFA does not reduce C; it reroutes adversarial
capacity into audience-network inventory, residential-proxy traffic, and conversion-
level poisoning, where fraud rates of 67% to 85% are now observed [4]. The cross-
channel variance is the migration signature.
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Fig. 1. Invalid traffic and fraud rates by advertising channel (2024 2025
estimates), shown as conservative and upper-bound ranges.
The dotted vertical line at 20% marks the onset of significant SNR degradation;

the dashed line at 50% marks the learning collapse zone. Google Search

(11 _13%) operates above the SNR degradation threshold. Meta and TikTok

Audience Networks (67 85%) operate deep within the collapse zone. The variance
across channels underscores the importance of channel-level data quality
assessment.

Three structural factors sustain the conservation property. First, the marginal
cost of instantiating a new fraud vector is low relative to the marginal revenue of a
successful one, so adversarial capital reinvests rather than exits. Second, platform
incentive misalignment rewards reported conversion volume over verified
commercial outcome, giving surviving vectors a hospitable demand curve [4].
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Third, the data processing inequality established by Cover and Thomas [5] and
applied to advertising pipelines in [4] guarantees that downstream detection cannot
recover information already lost to poisoned signals; suppression therefore operates
only at the vector level, never at the signal level.

The economic implication is that specific-vector enforcement, while necessary
for hygiene, is structurally insufficient as a loss-reduction strategy. Programmatic
transparency initiatives should be evaluated on their effect on C(t), not on s;(t) for
any single vector. This reframes the policy question. Rather than asking which
vector to suppress next, advertisers and auditors should ask how to compress the
aggregate adversarial carrying capacity of the supply chain, a goal that requires pre-
ingestion signal verification and hard-data reconciliation against CRM and
fulfillment records, as argued in the broader data integrity literature [4, 6]. Until the
unit of measurement shifts from vector prevalence to conserved capacity, the
paradox will recur with each enforcement cycle.
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