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Introduction 

Environmental security has become one of the key priorities of public 

administration, public health, natural resource protection, and sustainable 

development policy. Industrialization, urbanization, climate change, military 

activities, natural disasters, and technological accidents have increased both the 

scale and complexity of risks affecting ecosystems. Under these conditions, 

obtaining timely, spatially accurate, and decision-relevant information about the 

state of the environment is of particular importance. 

Although traditional environmental monitoring methods provide a reliable data 

basis, they also have certain limitations. Fixed monitoring stations generate 

information only for specific locations, satellite observations may not always reflect 

local changes with sufficient accuracy, and ground-based surveys can be constrained 

by time, safety, and cost. The organization of rapid monitoring becomes even more 

complicated in mountainous, wetland, forested, industrial accident-affected, or 

military-damaged areas. 

In this context, drones serve as an important technological tool for 

environmental security systems. They make it possible to obtain high-resolution 

images from low altitudes, measure various environmental parameters using 

multispectral, thermal, gas, and other sensors, conduct observations in hard-to-

access areas without direct human involvement, and transmit the results promptly to 

decision-making authorities. In modern practice, a drone platform should not be 

viewed merely as an aircraft, but as an integrated monitoring system that combines 

sensors, navigation, data transmission, processing algorithms, and decision-support 
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modules. 

The purpose of this article is to develop a conceptual and methodological 

framework for assessing the effectiveness of using drones in environmental security. 

To achieve this aim, the article analyzes the application potential of drones in 

environmental monitoring, identifies their comparative advantages and limitations 

in relation to traditional observation methods, systematizes the main fields of 

application, and proposes an integrated assessment model. 

The scientific novelty of the study lies in the fact that the effectiveness of drone 

use is evaluated not only through technical parameters such as flight range, flight 

duration, and image quality, but also through system-level indicators, including 

environmental threat detection, the decision-making value of collected data, 

reduction of response time, clarification of risk zones, and minimization of 

environmental damage. 

Materials and methods 

This study is conceptual, analytical, and model-based in nature. In the article, 

drone-based environmental monitoring is not treated merely as a technical flight 

operation, but rather as a subsystem of environmental security that supports 

information collection, data processing, risk assessment, and decision-making. 

The methodological logic of the study is based on four stages. In the first stage, 

the main monitoring targets relevant to environmental security are identified, 

including air pollution, water bodies, forests and vegetation cover, land degradation, 

coastal and riverine ecosystems, industrial zones, waste disposal sites, areas affected 

by emergencies, and landscapes damaged by military activity. In the second stage, 

the types of data that can be obtained from these targets using drones are analyzed. 

In the third stage, a system of indicators characterizing monitoring effectiveness is 

developed. In the fourth stage, an integrated assessment model is proposed on the 

basis of these indicators. 

The functional sequence of drone-based environmental monitoring is 

structured as follows: selection of the risk zone, planning of the flight mission, 

determination of the appropriate sensor configuration, collection of field data, 

preliminary processing, extraction of risk indicators, mapping of results, and 

submission of outputs to the decision-making authority. 

Figure 1 should include the following blocks: environmental risk zone, flight 

planning, sensor module, data collection, image and signal processing, risk 

assessment, decision support, intervention measures, and feedback. The figure 

should be designed as a scientific diagram with a white background and simple 

rectangular blocks. 
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Fig. 1. Conceptual structure of a drone-based monitoring  

system for environmental security issues 

 

Sensor selection depends on the nature of the environmental task. Optical 

cameras are used for visual observation and mapping, multispectral cameras for 

identifying changes in vegetation cover and water surfaces, thermal cameras for 

detecting fire sources and thermal anomalies, gas sensors for measuring air 

pollution, and LiDAR for constructing terrain models, forest structure assessments, 

and three-dimensional surface models. 

To assess the effectiveness of drone use, the following key indicators are 

selected: spatial resolution, temporal efficiency, sensor suitability, data quality, 

accessibility to difficult areas, risk detection accuracy, economic efficiency, 

decision-support usefulness, and repeatability. 

The proposed integrated effectiveness indicator can be expressed as follows: 

𝐸𝐷𝑀 = 𝑤1𝑄𝑚 + 𝑤2𝑂𝑡 + 𝑤3𝑆𝑢 + 𝑤4𝑅𝑑 + 𝑤5𝐶𝑒 + 𝑤6𝐷𝑞 + 𝑤7𝑇𝑟, 

where 𝐸𝐷𝑀 denotes the integrated effectiveness indicator of drone-based 

environmental monitoring, 𝑄𝑚 represents data quality, 𝑂𝑡 operational efficiency, 𝑆𝑢 

sensor suitability, 𝑅𝑑 risk detection accuracy, 𝐶𝑒 economic efficiency, 𝐷𝑞 decision-

support usefulness, 𝑇𝑟 repeatability, and 𝑤𝑖 the corresponding weighting 

coefficients. The weighting coefficients should be determined according to the 

priorities of the specific environmental task. 
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Fig. 2. Effectiveness model of drone use in environmental security. 

 

Figure 2 should illustrate the relationship between input parameters, 

technological capabilities, analytical processing, effectiveness indicators, and 

management decision-making. The scheme should be simple, scientific, and suitable 

for journal publication. 

Results and discussion 

The proposed approach shows that the effectiveness of using drones in 

environmental security has a multidimensional character. This effectiveness is 

determined not only by the technical parameters of the aerial platform, but also by 

the accuracy, timeliness, processability, and decision-making value of the collected 

data. 

One of the main advantages of drones is their ability to improve the spatial 

accuracy of environmental monitoring. Although satellite observations provide a 

broad overview of large areas, they do not always capture local pollution sources, 

small waste disposal sites, limited damage within forested areas, or changes in 

narrow river sections with sufficient precision. Drones help fill this gap by collecting 

high-resolution imagery from low altitudes, thereby enabling more accurate 

identification of local environmental risks. 

A second important advantage is related to operational responsiveness. In cases 

of oil spills, chemical gas dispersion, forest fires, floods, or industrial accidents, 
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delays in obtaining initial information may reduce the effectiveness of response 

measures. Drones can be rapidly deployed to the affected area, provide preliminary 

mapping of the risk zone, and support a quick assessment of the situation. This is 

especially important in hard-to-access areas and in zones that may be dangerous for 

human personnel. 

Sensor integration is one of the key factors that increases the scientific 

reliability of drone-based monitoring. Visual observation alone is not sufficient to 

detect all types of environmental threats. Gas and particulate matter sensors are more 

suitable for air pollution monitoring, thermal cameras for forest fire detection, 

multispectral cameras for assessing vegetation condition, and LiDAR and 

photogrammetry for analyzing terrain and shoreline changes. Therefore, a drone 

platform should be equipped with a sensor package that corresponds to the specific 

environmental task. 

The real value of drones in environmental security increases when the collected 

data are integrated into decision-support systems. When imagery and measurement 

data are combined with geographic information systems, artificial intelligence-

based image processing, and risk mapping, pollution sources, affected zones, and 

priority response directions can be identified in a more justified manner. Thus, drone 

monitoring is not limited to observation; it also contributes directly to the 

preparation of environmental management decisions. 

The use of drones is also important from the perspective of human safety. In 

areas where chemical, biological, radiological, or physical hazards may exist, 

preliminary reconnaissance by drones reduces the need for direct human 

involvement and minimizes entry into risky zones. This feature is particularly 

relevant for industrial accidents, fires, floods, areas suspected of radioactive 

contamination, and territories damaged as a result of military activity. 

At the same time, the use of drones is accompanied by certain limitations. 

Battery capacity, dependence on weather conditions, flight permissions, sensor 

calibration, data standardization, and the processing of large volumes of data remain 

among the main challenges. For this reason, the application of drone-based 

environmental monitoring should be supported by unified methodological 

guidelines, measurement protocols, data quality criteria, and legal regulation 

mechanisms. 

Overall, drone-based environmental monitoring can be applied at tactical, 

periodic, and strategic levels. At the tactical level, a drone collects operational data 

on a specific event. At the periodic level, repeated flights over the same area are 

conducted to monitor environmental changes over time. At the strategic level, drone 
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data are integrated with satellite observations, ground-based sensors, laboratory 

analyses, and geographic information systems. This approach supports a more 

flexible, accurate, and decision-oriented environmental security system. 

Table 1 

Application possibilities of drones in environmental security areas 

Environmental 

security area 

Main function of the 

drone 
Sensors used Expected result 

Air pollution 
Measurement of gases 

and particulate matter 
Gas sensors,  

PM sensors 
Identification of 

pollution sources 

Water 

resources 

Observation of water 

surfaces and pollution 

traces 

RGB, multispectral, 

and thermal cameras 
Mapping of  

polluted areas 

Forest security 
Detection of fire, 

drying, and damage 
RGB, thermal, and 

multispectral cameras 
Early warning and 

damage assessment 

Land and 

landscape 

Monitoring of erosion, 

landslides, and 

degradation 

RGB, LiDAR, 

photogrammetry 

Identification of  

risk-prone areas 

Industrial zones 
Detection of leaks and 

thermal anomalies 
Thermal camera,  

gas sensors 
Rapid assessment of 

technological risks 

Biodiversity 
Monitoring of wildlife 

and habitats 

RGB, thermal camera, 

artificial intelligence 

processing 

Assessment of 

population and  

habitat conditions 

Emergency 

events 

Preparation of  

initial situation and 

damage maps 

RGB, thermal, and 

multispectral cameras 

Acceleration of 

response decisions 

 

Conclusion 

The analysis shows that drone technologies have strong potential for effective 

use in environmental security. They complement traditional monitoring methods by 

providing high spatial resolution, flexible deployment, access to difficult and 

hazardous areas, multisensor data collection, and rapid decision support. 

The study found that the effectiveness of drone use should not be assessed only 

through technical flight parameters. It should also be evaluated in terms of data 

quality, sensor suitability, operational responsiveness, risk detection accuracy, 

economic efficiency, and decision-support value. These indicators create a 

methodological basis for the integrated assessment of drone-based environmental 

monitoring. 

The proposed model can be applied to the monitoring of air pollution, water 

resources, forest security, land degradation, industrial zones, biodiversity, and 

environmental emergencies. Future research should focus on testing the model using 
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real field data, refining the weighting coefficients through expert assessment, and 

integrating drone data with satellite observations, ground-based sensor networks, 

and geographic information systems. 
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