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CORPORATE SECURE MESSAGING INFORMATION 

SYSTEM WITH SELF-HOSTED ARCHITECTURE 
 

The rapid growth of digital communication in corporate environments has 

created a critical need for secure, reliable, and fully controlled messaging solutions. 

Most commercially available messaging platforms, including Telegram, Viber, 

WhatsApp, and Slack, rely on cloud-based infrastructures managed by third-party 

providers. This dependency introduces significant risks for enterprises, as sensitive 

corporate data is stored and processed on external servers beyond the organization's 

jurisdiction. Furthermore, existing solutions either lack comprehensive corporate 

functionality or fail to provide the level of data ownership that modern enterprises 

require. These limitations highlight the necessity of developing a dedicated 

corporate messaging system that ensures complete control over communication 

infrastructure. 

The purpose of this work is to design and implement an information system for 

corporate secure messaging with a self-hosted architecture. The system is intended 

to be deployed entirely on the enterprise’s own infrastructure, ensuring that no data 

leaves the corporate network. The primary security advantage of self-hosted 

deployment is the elimination of dependency on external cloud services, which 

significantly reduces the attack surface and ensures compliance with corporate data 

governance policies. 

The system is built on a microservices architecture and consists of two main 

components: a server-side backend and a multiplatform client application. The 

backend is implemented using the Spring Boot framework and is organized into 

three independent modules. The user module handles user registration with email 

confirmation, authentication, and password management. The chat module manages 

real-time message exchange, group and personal chat operations, and participant 
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management. The common module provides shared utilities and data models used 

across the other modules. The entire server-side infrastructure is containerized using 

Docker and Docker Compose, enabling straightforward deployment on any 

enterprise server with minimal configuration effort. 

The server-side data storage strategy relies on three technologies operating in 

conjunction. PostgreSQL is used as the primary relational database for persistent 

storage of user accounts, chat records, messages, and participant information. Redis 

serves two distinct purposes: caching of authentication tokens with automatic expiry 

via time-to-live mechanisms, and execution of Lua scripts for atomic rate limiting 

of authentication requests by both email address and IP address. RabbitMQ provides 

asynchronous message brokering between microservices, enabling reliable event-

driven communication and decoupling of system components. 

Security mechanisms of the developed system operate at multiple levels. 

Authentication is implemented using JSON Web Token with a dual-token scheme: 

a short-lived access token for authorizing API requests and a long-lived refresh 

token stored in Redis, which allows centralized session management and forced 

revocation. User passwords are protected using the BCrypt adaptive hashing 

algorithm, which incorporates a unique salt per hash and a configurable 

computational cost factor, making brute-force attacks computationally impractical. 

Transport-level security is ensured through HTTPS for REST API communication 

and WSS for WebSocket connections. Additionally, rate limiting implemented via 

Redis Lua scripts provides protection against brute-force login attempts and abuse 

of email confirmation endpoints [1, 2]. 

The client application is developed using Kotlin Multiplatform and Compose 

Multiplatform technologies, enabling a single shared codebase to target Android, 

iOS, and Desktop platforms simultaneously. The application architecture follows 

clean architecture principles with a strict separation into domain, data, and 

presentation layers organized as independent Gradle modules. Real-time message 

delivery is implemented via raw WebSocket protocol, with an automatic 

reconnection handler and a platform-specific connectivity observer that detects 

network state changes and restores connections accordingly. An offline-first data 

strategy is implemented using the Room database, which locally caches chat history 

and participant information, ensuring immediate data availability on application 

launch and resilience to temporary server unavailability [3]. 

The implemented system provides the following functional capabilities: user 

registration with email address verification, JWT-based authentication and session 

management, creation and management of personal and group chats, real-time 



SCIENTIA • Modernization of today’s science: experience and trends  
.  

154  
 

message exchange via WebSocket, message and chat deletion, group chat 

participant management including addition and removal of members. A comparative 

analysis of the developed system against existing solutions demonstrates its key 

advantage: it is the only solution among the reviewed alternatives that 

simultaneously provides self-hosted deployment capability, comprehensive 

corporate functionality, and full data ownership without dependency on third-party 

infrastructure [4]. 

The developed information system for corporate secure messaging addresses 

the identified gap in the market for enterprise communication tools that combine 

self-hosted deployment, comprehensive security mechanisms, and cross-platform 

client support. The microservices architecture of the backend ensures independent 

scalability of system components, while the Kotlin Multiplatform approach reduces 

development and maintenance costs by sharing business logic and networking code 

across all supported platforms. Future development directions include 

implementation of end-to-end message encryption at the client level, support for 

media file transfer, development of a web-based client, and introduction of role-

based access control within the organization. 
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