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In cybersecurity, digital forensics and technical triage one often needs not to
immediately recover the key or plaintext, but first to identify the family of the
unknown transformation given only its byte output. This formulation is consistent
with the classical view of cryptanalysis as a sequential narrowing of hypotheses and
has motivated a recent line of work on cryptographic algorithm identification from
ciphertext using machine learning [1, 2, 3, 4].

This work compares classical machine-learning models on statistical features
with a 1D convolutional neural network operating on raw bytes for short-fragment
classification at lengths 128, 256, 512, and 1024 bytes. Six classes are considered:
plaintext, Basel6/Base64 encoding (a textual representation), classical ciphers,
repeating-key XOR, block ciphers, and stream ciphers. The hypotheses are: H1 —
accuracy grows with fragment length; H2 — the 1D-CNN outperforms feature-
based models at 512 and 1024 bytes; H3 — plaintext, encoding and classical ciphers
are the easiest classes; H4 — block versus stream ciphers is the hardest pair, since
both families tend toward a pseudo-random byte distribution.

The corpus is constructed separately for each length L € {128,256, 512, 1024}.
The split is performed at the level of seed documents (70 % / 15 % / 15 % for train
/ validation / test) using a deterministic SHA-256 hash of the seed text. As plaintext
sources we used Project Gutenberg [5], the Leipzig Corpora Collection [6] and the
Ukrainian Universal Dependencies treebank UD Ukrainian-IU [7]. Specifications
of the algorithms follow the official standards: FIPS 197 for AES-128 [8], SP 800-
38A for CBC mode [9], SP 800-67 Rev. 2 for 3DES [10], RFC 6229 for RC4 [11],
RFC 8439 for ChaCha20 [12], and RFC 4648 for Basel6/Base64 [13]. 3DES and
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RC4 are included solely as legacy representatives of their families. The structure of
the six classes is summarised in Table 1.

Table 1
Structure of the six classes and their generation parameters
Class Implementations Parameters
Plaintext UTF-8 text whitespace normalisation, truncation/padding to L
Encoding Basel6, Base64 50/50 mix; padding per RFC 4648
Classical Caesar, Vigenere A—Z transliteration; shift 1-25; key 5-12
XOR repeating-key XOR random key of 3—16 bytes

AES-128-CBC, 3DES-

Block CBC random keys; IV 16 B (AES) / 8 B (3DES); PKCS#7
Stream RC4-drop[1536], RC4: first 1536 bytes discarded; ChaCha20: unique 96-
ChaCha20 bit nonce (RFC 8439)

Note: compiled by the author based on [8—13]

For Random Forest and MLP each byte fragment x = (x, ..., Xs) 1S mapped to
a 273-dimensional feature vector f(x): the first 256 components are the normalised
byte histogram h; = cy/n, and the remaining 17 are global statistics — Shannon
entropy normalised to H, = H/8, moments of orders 1-4, Kullback—Leibler
divergence to the uniform distribution, %* distance, Friedman's index of coincidence
IC, fractions of printable / zero / maximum / repeated bytes, autocorrelations at lags
1 and 8, and the mean Hamming weight (formula 1):

H = - 2j:0255 hj . Ing(hj + 8), Hn = H / 8’ €= 10—12 (1)

RF: 500 estimators with gini, max_features = sqrt, min_samples leaf = 2, class_weight = balanced subsample.
MLP: Dense 512 — ReLU — Dropout 0.30 — Dense 256 — ReLU — Dropout 0.30 — Dense 64 — ReLU — Dense
6 — Softmax. 1D-CNN: Embedding(257, 8) — ConviD(128, 7) — MaxPool — ConvID(128, 5) — MaxPool —
ConviD(256, 3) — GlobalMaxPool — Dense 128 — Dropout 0.40 — Dense 6 — Softmax. MLP and 1D-CNN are
trained with Adam (Ir = 1073, weight decay = 107), early stopping on validation accuracy, and three runs with
different seeds; reported metrics are mean + std. Implementation: scikit-learn 1.8.0 and TensorFlow 2.21.0/ tf-keras.

Aggregated results across three seeds for the three models and four lengths are
in Table 2. On the empirical corpus, the highest mean accuracy at 1024 bytes is
achieved by Random Forest: accuracy 0.843 + 0.004 and macro-F1 0.843 + 0.004.
MLP is close to RF (0.822 + 0.006); the 1D-CNN is inferior to both feature-based
models (0.807 = 0.016) yet shows the largest relative gain with length: from 0.733
at 128 bytes to 0.807 at 1024 bytes. This matches the well-known observation that
raw-byte deep models need larger corpora and longer sequences to capture subtle
inter-token dependencies [2, 4].

159 |



I SCIENTIA « Modernization of today’'s science: experience and trends

Table 2
Classification quality on the test set
(accuracy / macro-F1 / OvR-AUC, mean =+ std over 3 seeds)

L, bytes RF MLP 1D-CNN

128 0.803+0.006 / 0.803+0.006 / | 0.8060.007 / 0.809+0.009 / | 0.733+0.020 / 0.720=0.023 /
0.960+0.001 0.962+0.003 0.936+0.011

756 0.835+0.013 /0.835+0.013 / | 0.819+0.008 / 0.820+0.008 / | 0.764+0.001 / 0.735+0.012 /
0.968+0.003 0.965+0.001 0.953+0.002

512 0.848+0.009 / 0.848+0.009 / | 0.827+0.017 / 0.815+£0.027 / | 0.768+0.034 / 0.747+0.010 /
0.9724+0.002 0.966+0.004 0.948+0.010

1024 0.843+0.004 / 0.843+0.004 / | 0.822+0.006 / 0.818+0.003 / | 0.807+£0.016 / 0.784+0.027 /
0.969+0.001 0.9660.004 0.963+0.004

Note: experimental run results

Confusion matrix (norm., %) — CNN on 1024 bytes
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Fig. 1. Confusion matrix for 1D-CNN on 1024-byte fragments
(row-normalised, %)

The confusion matrix in Fig. 1 reveals the error structure: plaintext, encoding
and classical ciphers are recognised practically without errors (100 % on the
diagonal); XOR is recognised at 83.0 % accuracy; block ciphers — 76.6 %; and
stream ciphers only 24.8 %, with 73.8 % of stream fragments classified as block.
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On 1024-byte fragments the 1D-CNN cannot isolate the characteristic inter-byte
dependencies of the stream cipher, which makes the {block, stream} pair the
limiting factor of overall accuracy and is consistent with H4.

Conclusions. The empirical results partially confirm H1: the overall tendency
for accuracy to grow with fragment length is observed, but it is not strictly monotone
— for RF and MLP a small drop is registered at 1024 bytes compared with 512 bytes
(0.848 — 0.843 and 0.827 — 0.822). H3 and H4 are confirmed for the experimental
setting reported here, especially through the per-class F1 and the confusion matrix
of the 1D-CNN. H2 (the superiority of the 1D-CNN over RF and MLP) is not
confirmed at the current corpus scale — at this data regime hand-crafted statistical
features remain a strong baseline alternative to deep learning on raw bytes. Future
work: open-set recognition with an «unknown class» option, identification of block-
cipher modes, and second-stage key-length estimation.
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