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Introduction 

The application of unmanned aerial vehicles in surveillance, mapping, 

environmental monitoring, logistics, emergency assessment, and security operations 

is continuously expanding. The operational effectiveness of UAVs depends not only 

on their flight performance characteristics but also on the reliability of their 

propulsion systems, batteries, onboard electronics, communication systems, and 

control systems. A failure in any of these systems may lead to mission interruption, 

loss of the aircraft, or the occurrence of a hazardous situation. 

Under conventional maintenance approaches, UAV components are generally 

inspected after a predetermined number of flight hours or a specified  

period of operation. However, this approach does not fully account for the actual 

condition of individual components. Some components may fail before reaching the 

prescribed service interval, whereas others may remain operational beyond their 

specified service life. Therefore, maintenance systems based solely on calendar 

intervals or flight duration do not always provide optimal economic and technical 

outcomes. 

Digital twin technology enables the creation of a virtual representation of a 

physical UAV and its continuous updating using real-time sensor data. The 

integration of generative models into the digital twin framework extends its 

functionality beyond monitoring the current condition. It also makes it possible to 

generate previously unobserved failure scenarios and predict the future behaviour 

of the system. 

The aim of this study is to develop a conceptual approach based on digital twins 

and generative models for the real-time assessment of UAV technical condition, the 
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early detection of potential failures, and the support of maintenance decision-

making. 

Materials and methods 

The proposed system consists of a physical UAV, a sensor data acquisition 

module, a data processing unit, a digital twin, a generative prediction model, and a 

decision support module. Sensors installed on the physical UAV collect data on 

engine temperature, vibration level, battery voltage, electric current, energy 

consumption, flight speed, altitude, the condition of control surfaces, and 

communication quality. 

The data received from the sensors are cleaned, normalised, and  

temporally synchronised during the preprocessing stage. At this stage, measurement 

errors, random spikes, and missing data are identified and corrected. The  

processed data are then transferred to the UAV digital twin, and the current state of 

the virtual model is updated in accordance with the condition of the physical  

aircraft. 

The digital twin covers the following main UAV subsystems: power supply 

system; electric or internal combustion engine; flight control system; navigation 

module; communication and data transmission channel; payload and onboard 

sensors; structural components. 

The generative model is trained using normal operational data and data 

representing various failure conditions. When real failure data are limited, the model 

generates synthetic scenarios involving increases in temperature, changes in 

vibration intensity, reductions in battery capacity, increases in control error, and 

deterioration in communication quality. These data improve the ability of the 

diagnostic model to recognise different failure conditions. 

The integral technical condition index of the UAV can be determined as 

follows: 

𝐻UAV = ∑ 𝑤𝑖

𝑛

𝑖=1

ℎ𝑖 

where HUAV is the overall technical condition index of the UAV, hi is the normalised 

technical condition indicator of the individual subsystem, and wi is the importance 

coefficient assigned to the corresponding subsystem. 

 

The following condition is imposed on the importance coefficients: 

∑ 𝑤𝑖

𝑛

𝑖=1

= 1,0 ≤ 𝑤𝑖 ≤ 1 
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Fig. 1. Functional structure for predicting the technical condition of a UAV 

using a digital twin and a generative model 

 

Depending on the value of the technical condition index, the UAV condition 

can be classified as presented in table. 

Technical condition index Condition Recommended decision 

0.85 ≤ 𝐻PUA ≤ 1.00 Normal The flight may be continued 

0.70 ≤ 𝐻PUA < 0.85 Satisfactory Additional monitoring is required 

0.50 ≤ 𝐻PUA < 0.70 Risk-prone 
A technical inspection should be 

conducted 

𝐻PUA < 0.50 Critical The flight must be terminated 

 

The operational condition of the UAV is classified into four decision levels 

according to the value of the integral technical condition index. A decrease in the 

index indicates a deterioration in the technical condition of the subsystems and an 

increase in the risk of failure. The proposed classification enables the operator to 

make a substantiated decision on whether to continue the flight, conduct additional 

monitoring, perform a technical inspection, or terminate the flight. 

The condition indicators of individual subsystems are determined by 

normalising parameters such as temperature, vibration, energy consumption, control 

error, and communication quality. For example, the technical condition of the 
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battery can be assessed on the basis of its remaining capacity, internal resistance, 

temperature, and voltage stability. 

The probability of failure occurring within a specified future time interval can 

be expressed by the following general function: 

𝑃𝑓(𝑡 + Δ𝑡) = 𝐹(𝑋𝑡
, 𝐻𝑡

, 𝐿𝑡
, 𝐸𝑡) 

where 𝑃𝑓(𝑡 + Δ𝑡) is the probability of failure within the future time interval, Xt 

represents the current sensor data, Ht is the historical record of the technical 

condition indicators, Lt denotes the flight load, and Et represents the environmental 

and operating conditions. 

Results and discussion 

The main advantage of the proposed approach is that the technical condition of 

the UAV is assessed not only on the basis of current sensor readings but also by 

considering historical flight data, operational intensity, and possible future 

scenarios. As a virtual representation of the physical aircraft, the digital twin 

monitors the behaviour of the UAV during flight and identifies changes occurring in 

its individual subsystems. 

The application of the generative model makes it possible to partially overcome 

the problem of data scarcity. Critical failures occur relatively infrequently under real 

operating conditions. Therefore, developing a reliable diagnostic model based 

exclusively on actual failure data is difficult. By generating synthetic data 

corresponding to different failure intensities and sensor combinations, the generative 

model expands the training dataset available to the diagnostic system. 

The application of the model enables the early detection of rapid battery 

discharge, excessive engine temperature, changes in vibration levels in bearings and 

propellers, instability of control signals, and deterioration of the communication 

channel. Each of these changes may not be critical when considered independently. 

However, their simultaneous occurrence may indicate an increase in the overall 

technical risk. 

The digital twin environment allows different decision scenarios to be 

evaluated without affecting the physical UAV. For example, under conditions of 

increasing battery temperature and decreasing energy reserves, alternative decisions 

such as continuing the flight, shortening the route, or performing an emergency 

landing can be compared within the virtual model. The system then presents the 

operator with the safest decision in terms of risk and available energy reserves. 

The effectiveness of the proposed approach can be evaluated using prediction 

accuracy, false alarm rate, failure prediction lead time, computational latency, and 

the probability of successful mission completion. 
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Fig. 2. Variation in the UAV technical condition index over time and predicted 

failure thresholds 

 

The application of digital twins and generative models facilitates the transition 

from maintenance performed at fixed time intervals to condition-based 

maintenance. This approach prevents the premature replacement of serviceable 

components, ensures that critical components are identified before failure, and 

enables more efficient use of maintenance resources. 

At the same time, the accuracy of sensor data, the correspondence between the 

digital model and the physical UAV, the realism of the generative data, and 

limitations in computational resources must be considered during system 

implementation. Synthetic data generated by the generative model must be validated 

against physical laws and the actual technical constraints of the UAV. Otherwise, the 

model may generate unrealistic failure scenarios and lead to inaccurate decisions. 

Conclusion 

The analysis demonstrates that the combined application of digital twins and 

generative models represents a promising approach to assessing and predicting the 

technical condition of UAVs. The digital twin reflects the current condition of the 

physical aircraft in a virtual environment using sensor data, while the generative 

model produces possible failure and operational scenarios. 

The proposed conceptual model enables the condition of the propulsion, power 

supply, navigation, communication, and control systems to be assessed using a 

unified integral indicator. This indicator supports decisions concerning flight 

continuation, additional monitoring, technical inspection, and flight termination. 
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The practical implementation of the model may reduce the probability of 

unexpected failures, optimise maintenance schedules, extend the operational life of 

UAVs, and improve the safety of flight missions. Future research should focus on 

validating the model using real flight data, assessing the physical reliability of 

generative data, and adapting the prediction algorithms to onboard computing 

systems. 
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