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ASSESSMENT OF THE IMPACT OF THE HUMAN
FACTOR ON THE RELIABILITY OF COMPUTER
NETWORKS

Modern computer networks are complex multi-layered systems whose
reliability depends not only on the technical characteristics of the hardware but also
on the quality of personnel performance. A significant proportion of failures,
malfunctions, and information security incidents result from human error. Incorrect
router configuration, server misconfiguration, delayed responses to cyberattacks, or
violations of administrative procedures can lead to substantial data loss and network
infrastructure failures [1].

In this context, Human Reliability Analysis (HRA) has become increasingly
important. HRA encompasses a set of methods and models designed to assess
human reliability during interaction with technical systems. Its primary objective is
to estimate the probability of human error and evaluate its impact on overall system
performance [1,2].

In computer networks, HRA 1is applied to analyze the performance of system
administrators, network operations center (NOC) operators, cybersecurity
engineers, and other specialists whose activities directly affect the stability and
reliability of network operation [2,3].

HRA methods and models are conventionally classified into different
generations according to their underlying approaches to human reliability
assessment (Table 1).

The first generation of HRA methods was primarily based on the quantitative
estimation of human error probabilities. Human operators were regarded as
individual components of a technical system, with the main emphasis placed on
analyzing the sequence of operator actions and calculating failure probabilities.
Representative first-generation methods, including THERP (Technique for Human
Error Rate Prediction) and HEART (Human Error Assessment and Reduction

171 |


https://orcid.org/0000-0001-6420-7623

I SCIENTIA e Modern vision of implementing innovations in scientific studies

Technique), relied on statistical data, fault trees, and mathematical models to
estimate human error probabilities [3—5]. Their principal advantages include the
simplicity of quantitative analysis and the ability to predict errors under standard
operating conditions. However, these methods provide only limited consideration of
the psychological and cognitive characteristics that influence human performance.

Table 1
Comparison of HRA Generations
Characteristic First Generation Second Generation Third Generation

Primary approach Probabilistic Cognitive Dynamic
Human is viewed as Operator Cognitive system Part of an adaptive

(Performer) system
Stress analysis Almost absent Partially considered Fully incorporated
Al and automation No Partial Yes
Real-time analysis No Limited Yes
Representative THERP, HEART | CREAM, ATHEANA, Dynamic HRA,
methods SPAR-H Bayesian HRA

In computer networks, THERP can be used to assess the risk of incorrect
network configuration, predict administrator errors, analyze failure scenarios, and
evaluate cybersecurity risks.

In computer networking environments, HEART is applied to analyze the
performance of Security Operations Center (SOC) operators, assess risks associated
with network administration, evaluate personnel workload, and examine the
usability and effectiveness of monitoring system interfaces [4].

The second generation of HRA emerged in response to the need for a deeper
understanding of the causes of human error in complex technical systems. Unlike
first-generation approaches, human operators began to be viewed as cognitive
systems capable of processing information, making decisions, and adapting to
changing environmental conditions [3]. Representative second-generation methods,
including CREAM (Cognitive Reliability and Error Analysis Method), ATHEANA
(A Technique for Human Event Analysis), and SPAR-H (Standardized Plant
Analysis Risk — Human Reliability Analysis), incorporate factors such as stress,
workload, situational awareness, organizational influences, and the operational
context. The primary advantage of these methods is their ability to analyze human
behavior in abnormal and emergency situations, making them more suitable for
modern information and computer systems [2,4,6—10,13].
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For computer networks, second-generation HRA methods are particularly
relevant because modern network infrastructures are characterized by a high volume
of events, significant operator workload, and the need for rapid decision-making.

The third generation of HRA has evolved in response to the increasing
complexity of modern information and computer systems, the widespread adoption
of automation, artificial intelligence (Al), and cyber-physical technologies.

Third-generation HRA extensively employs advanced artificial intelligence
techniques, Bayesian Networks, Fuzzy Logic, Big Data analytics, and machine
learning [6-9,11]. These approaches enable the modeling of complex relationships
among human errors, operating conditions, and system behavior. Of particular
importance are Dynamic HRA models, which continuously update risk assessments
based on the current state of both the network and the operator. Such approaches
make it possible to predict potential human errors, automatically identify critical
situations, and respond promptly to changes in system operating conditions [9,12].

Third-generation HRA 1s particularly well suited to computer networks,
Security Operations Centers (SOCs), cloud data centers, and Al-driven network
infrastructures. In these environments, operators must process large volumes of
information and make decisions under severe time constraints. Modern HRA models
make it possible to evaluate not only the probability of human error but also the
effectiveness of human interaction with artificial intelligence and automated
monitoring systems [8,9,12]. Consequently, third-generation HRA is considered one
of the most promising directions for improving the reliability and security of modern
information systems.

Conclusion. At present, HRA encompasses a wide range of approaches that
continue to evolve. Contemporary methods increasingly emphasize human
cognitive processes, contextual analysis, dynamic operator behavior, and integration
with artificial intelligence. For computer networks, hybrid and dynamic HRA
models are currently regarded as the most promising approaches, as they enable a
comprehensive assessment of the impact of the human factor on the reliability of
network infrastructure.

References:

1. Larouze J., Martin E., Calmon P. Human Reliability Assessment method applied to investigate human factors
in NDT. arXiv preprint arXiv:2310.14697. 2023.

2. Mushi M., Dutta R. Human Factors in Network Reliability Engineering. Journal of Network and Systems
Management. 2018. Vol. 26, No. 3. P. 686—722. DOI: 10.1007/S10922-017-9440-1.

3. Patriarca R., Ramos M., Paltrinieri N., Massaiu S., Costantino F., Di Gravio G., Boring R. L. Human Reliability
Analysis: Exploring the Intellectual Structure of a Research Field. Reliability Engineering & System Safety.
2020. Vol. 203. Art. 107102. DOI: 10.1016/j.ress.2020.107102.

4. Habibi E., Yazdanirad S., Naeini M., Mousavi S. A comparison of the HEART and CREAM methods for
identifying human errors in the cement industry using the entropy Shannon-PROMETHEE approach.
Theoretical Issues in Ergonomics Science. 2025. Vol. 26(6). P. 838—850.

173 |



I SCIENTIA e Modern vision of implementing innovations in scientific studies

5.

10.

11.

12.

13.

14.

Habibi E., Yazdanirad S., Naeini M., Mousavi S. A Comparison of the HEART and CREAM Methods for
Identifying Human Errors Using the Entropy Shannon—-PROMETHEE Approach. Theoretical Issues in
Ergonomics Science. 2025. Vol. 26, No. 6. P. 838—850.

Wu Y., Xu K., Wang R., Xu X. Human reliability analysis of high-temperature molten metal operation based
on fuzzy CREAM and Bayesian network. PLoS ONE. 2021. Vol. 16(8). €0254861.

Zhang L., Zhu Y.-J., Hou L.-X., Liu H.-C. New method for dependence assessment in human reliability analysis
based on linguistic hesitant fuzzy information. Nuclear Engineering and Technology. 2021. Vol. 53(11).
P. 3675-3684.

Yao K., Yan S., Tran C. A Fuzzy CREAM Method for Human Reliability Analysis in Digital Main Control
Room of Nuclear Power Plants. Nuclear Technology. 2022. Vol. 208(4). P. 761-774.

Human reliability analysis of offshore high integrity pressure protection system based on improved CREAM
and HCR integration method. Ocean Engineering. 2024. Vol. 307. — 118153.

Comparing HRA Methods for Railways Workers: Focus on A SPAR-H/HCR Combined Model. Journal of the
Korea Academia-Industrial Cooperation Society. 2025. Vol. 26(11). P. 434—-446.

Xiao X., Chen P., Qi B. et al. KRAIL: A Knowledge-Driven Framework for Base Human Reliability Analysis
Integrating IDHEAS and Large Language Models. arXiv. 2024. arXiv:2412.18627.

Kim Y., Park J. A time-reliability correlation for estimating the diagnosis error probability of a nuclear power
plant with up-to-date Human—Machine interfaces. Nuclear Engineering and Technology. 2024. Vol. 56(10).
P. 4087-4096.

Larouze J., Martin E., Calmon P. Human Reliability Assessment Method Applied to Investigate Human Factors
in NDT. arXiv. 2023. arXiv:2310.14697.

Mushi M., Dutta R. Human Factors in Network Reliability Engineering. Journal of Network and Systems
Management. 2018. Vol. 26, No. 3. P. 686-722. DOI: 10.1007/S10922-017-9440-1.

| 174



